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CHANGE IS HERE. With significant and industry-changing CFPB requirements, hot-off-the-press ALTA Best 
Practices, tighter “tolerances” for risk and error, focus on protection and security of Non-Public Information 
(NPI), increases in identity theft and fraud, and increased lender and underwriter vetting and scrutiny, change 
is absolutely imminent in the title & escrow industry. Indeed, our industry is at a “crossroads” and each owner, 
manager, service & software provider, and employee must begin now in implementing procedures, workflow, 
automation, software and change management to ensure survival and longevity in this changing marketplace. 
Never before has it been so critically important to evaluate PEOPLE, PROCESS, AUTOMATION, SECURITY, 
SOFTWARE, ADOPTION OF PAPERLESS PROCEDURES and TECHNOLOGY within your respective businesses 
 
The reality is that the CFPB requirements and ALTA Best Practices that are being presented to us as an 
industry are complicated, multi-faceted, different, and likely to cause concern among employees. Let’s not 
ignore the reality that as human beings, change causes emotions of fear, apprehension, and a “knot in your 
stomach”, if you know what I mean. As a manager, are you going to ask your employees to read the ALTA 
Best Practices and new CFPB requirements and just hope and pray that everyone will be able to consistently 
follow these new requirements and procedures day after day? Or are you going to take the smart, logical 
route of implementing SOFTWARE, PROCESS RE-ENGINEERING, and AUTOMATION to ensure that you 
are compliant and that nothing “falls through the cracks”?  Sleeping with the ALTA Best Practices Manual 
under your pillow and learning through osmosis isn’t reality, let’s face it. You need a real partner and real, 
comprehensive software to implement automation, security and compliance. 
 
Automated Action Lists, building “control points” into your processes and workflows for each of your 
Transaction Types, injecting repeatable Transactional Automation™, and implementing ALTA Best 
Practices and new CFPB requirements within ResWare™ is YOUR REAL SOLUTION.  Moving now toward 
implementing these changes within your organization will help you maintain and sustain your competitive 
advantage even with all these new compliance, process and security requirements. Isn’t it time now to make 
the leap forward and embrace automation inside ResWare™ like so many of your respective peers across 
the nation? 
 
WINDWARD is honored to sponsor this October Research publication and we look forward to continuing 
to help you passionately embrace automation and manage change within your organizations during this 
time of change and opportunity. We encourage you to contact us at www.windwardrevolution.com or www.
getareswaredemo.com and prove why Transactional Automation™ inside ResWare™ Changes Everything. 
As WINDWARD has explosively grown in the last decade, one thing has remained constant -- no one has more 
passion for your success and moving this industry forward. 
 
When you look to the future, we encourage you to see WINDWARD as the pioneer of innovation and 
automation in this industry! WE ARE THE AUTOMATION, EFFICIENCY, WORKFLOW, VIRTUALIZATION AND 
TECHNOLOGY EXPERTS UTILIZED BY YOUR RESPECTIVE PEERS! It is no coincidence that WINDWARD 
CONSULTING | SOFTWARE™ has chosen its slogan to be Leading the Efficiency Revolution™. It is no 
coincidence that ResWare™ is the fastest-growing software platform in the industry! We are YOUR TRUSTED 
PARTNER! 
 
Again, I wish you, both personally and professionally, a tremendously enriching and profitable remainder 
of 2013 and beyond. As I always say, may this year be another pivotal year of steadfast, positive change and 
automation within your life, business and our industry…Godspeed and good luck! 
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Soon all communications containing non-public, personal 
information (NPI) will have to be encrypted and some in the industry 
are dragging their feet. The Consumer Finance Protection Bureau 
will soon require emails containing this sensitive information to 
be encoded so the independent recipient is the only one who can 
decode and view the content. NPI can include not only someone’s 
social security number, but also any information provided by the 
consumer for the purpose of conducting a financial transaction such 
as addresses, dates of birth and driver’s licenses. 
 
Peter Johnson, chief executive officer of Pioneer Technology, 
developers of the YourDox title document system, said title 
companies shouldn’t delay implementing an encryption system. 
 
“There is a reluctance on the part of many agencies to do encrypted 
emails,” he said. “I don’t think they quite understand the technology 
yet. There’s not an immediacy telling them they have to do this, and 
there’s a wait and see approach to some of the regulatory issues 
coming down. Many agents are going to be reluctant until their big 
customer says you have to do this. This is not something they should 
take a ‘wait and see’ approach to. It’s something they need to be 
proactive about. In fact, by using simple, secure delivery systems, 
security becomes something they can market to their advantage.” 
 
Johnson said the companies that already have this in place will  
be ahead when the customers start demanding this service from 
their vendors.  
 
Gregory McDonald, chief executive officer and founder of Cloudstar 
Consulting Corp., agreed. He explained that the Federal Trade 
Commission’s ‘safeguards’ rule implements section 501(b) of the 
Gramm-Leach-Bliley Act, which establishes standards for financial 
institutions relating to the administrative, technical and physical 
protection of the consumer’s NPI. Land title agents are considered 
financial institutions pursuant to 16 C.F.R. 314.2 (a) and are therefore 
subject to regulation. Title agents are also considered third-party 
vendors to lenders and, as such, the requirements placed on lenders 
flow through to title agents and settlement service providers. 
 
“Email encryption is necessary because email is not a secure way 

to communicate,” he said. “Criminals can easily intercept and steal 
email that is not encrypted and criminals love sensitive information. 
Only by encrypting email can we ensure we’re doing our best to 
protect NPI and meet our regulatory compliance obligations.”  
 
Robert Reich, president of NextDeal (formerly DigitalDocs)/ creators 
of SafeSend offers this service to title companies. 
 
“Directly from the agent’s email client or a convenient web portal, we 
provide the title agency with unlimited secure email transmissions 
to all parties,” he said. “Title agents have told me they are very 
concerned about the upcoming CFPB regulations and the decision 
to make the lender/bank ultimately responsible for everything that 
is detailed on the Final Disclosure Statement — a document which 
itemizes all the charges relative to the closing from a variety of 
vendors, many hired by the title agent. This will force many changes 
in the industry, including, most likely, lenders or banks holding title 
agents and their vendors to the same or similar standards of data 
protection and security for NPI data as the lending institutions.” 
 
Reich said because he encrypts the entire email his company can also 
supply the title agent with a perfect log of email transmissions, email 
receptions and documents accessed by the recipient — a must have 
with the upcoming regulations and auditing requirements.  
 
Craig Haskins, executive vice president at Knight Barry Title, Inc., 
said his company was eager to start the practice but found many of 
the systems available on the market were “overkill” and expensive so 
his company created a system that worked for them called cliq2send.
com. This program allowed them to send an email with a password, 
something like the client’s social security number, and only the 
proper recipient would be able to access and read the information.  
 
“We built it mainly for title and settlement companies since we 
thought the software we built was so much better than anything 
else on the market,” he said. “We have three pricing levels from small 
agents to medium agents to large agents.”

He said the company didn’t expect to make millions of dollars on 
their program, but offered it up for sale anyway as an inexpensive 
alternative to many larger products available. 

TiTle AgenT Tool BelT

Decoding email encryption

www.OctoberStore.com

The 2013 National Settlement Services Summit featured a Toolkit for the Title Agent forum regarding 
the uses of new mainstream and under-the-radar technology in the industry. We asked experts to 
discuss technological changes and then invited them to further comment on how three technologies 
in particular are affecting the industry: social media, cloud technology and email encryption.
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Social Media is a proven tool for businesses, but professionals in 
the title industry seem to be falling behind. There’s a reluctance to 
embrace this tool so The Title Report asked why. 
 
Gregory McDonald, chief executive officer and founder of 
Cloudstar Consulting Corp., said social media is a powerful business 
development tool. “We spend an hour or more each day posting 
relevant industry articles, answering questions and helping our 
audience learn,” he said. “The online presence is a cost effective 
(free) way of establishing ourselves as respected leaders in the 
industry. Another, sometimes overlooked aspect is the ability to help 
others connect.” 
 
He went on to say he has seen social media used to spread the word 
to potential vendors and clients and bring them together. However, 
many don’t see clients coming directly from Twitter or LinkedIn, 
so they usually do not appreciate the value. As opposed to a direct 
advertisement, social media tools are used to establish the company 
as knowledgeable and trusted — building a reputation over time — 
rather than a one-time shot at selling a product. 
 
Craig Haskins, chief operating officer at Knight Barry Title, has a 
large presence on YouTube and is a frequent tweeter. He follows 
everyone in the title insurance industry and posts short videos on 
different industry-related topics. He said he uses the tools to display 
expertise and build brand recognition and credibility. 
 
“Most people know our company as the company to go to for title 
and closing training, and many of the videos provide lenders and 
Realtors  with a taste of some of the training we can do with their 
staff to make sure consumers enjoy a safe and accurate closing,” he 
said.  
 

TAKE AN EFFECTIVE APPROACH
 
To get the full benefit, social media needs to be used actively. Social 
media needs to engage the audience and not just inform them. 
Peter Johnson, chief executive officer of Pioneer Technology, said 
most people in the industry are taking an ineffective approach to 
social media.  
 
“There are some agents using social media very effectively, but I 
would say most title companies are not,” he said. “I absolutely  
think it could be a competitive advantage for agents who do it well. 
But, most take a surface approach to it without an objective or a 
specific agenda.” 
 
When asked why he thinks those in the industry are reluctant to 
embrace this tool, he said many are like him; Johnson  said he’s 
been in the industry for 23 years and people his age in management 

positions may not be as adept at using the technology as their 
younger hires. He said managers should seek out those in the 
company familiar with social media and learn from them in order to 
reach their customer base. 
 
Vicki DiPasquale, national sales manager for Simplifile, said she 
uses social media to give her customers a more personal touch and 
found them becoming “die-hard, loyal fans or promoters  
of Simplifile.” 
 
“Understanding that social media is all about two-way 
communication, and proactively engaging our customers, friends or 
followers in conversation is where the real value  
is found,” she said. “That’s where businesses, no matter how  
big or small, move from having a professional, otherwise  
distant relationship with customers to a more personal, proximal 
one. It’s by actually interacting with those individuals, thanking 
them for their feedback, sharing ideas and fueling discussion, that 
makes them feel like they have a voice and that they are more than 
just a ‘number’. When you have sparked an interesting enough 
conversation or engaged someone in a way that they are then 
willing to share your name or your product with their network of 
friends and followers, there’s no better ROI than that.” 
 
She said each platform, Facebook, Twitter and LinkedIn, cater to 
different users. In order to use each tool effectively, professionals 
have to engage their audience. Her company began using social 
media in 2009 as a one-way form of communication to share 
important news and messages, but then began using it to receive 
information and feedback as well. It has even helped at the office. 
She said her employees use social media professionally, and when 
they share news about Simplifile or their workplace, it promotes the 
company  
as a great place to work with happy employees as well as satisfied 
customers. 
 
“Ultimately, social media, even in a professional sense, should 
encourage personal interactions with customers and make them 
feel that they are important or what they have to say matters. To 
make that happen, it’s crucial to respond to questions, comments, 
tweets or any other form of interaction on any social platform in 
a timely manner,” DiPasquale said. “Social media is a huge part of 
marketing and public relations. Whether for yourself or for your 
business, if you are proactive and do it the right way, with two-way 
communication, it can be one of the most effective tools to help 
establish your brand and making lasting connections with people, 
customers and colleagues.”

“It’s important when you’re starting out not to get discouraged,” 
McDonald said. “Results don’t happen overnight. Social media is a 
long-term investment that pays out what you put into it.”

Social media for the title 
industry: friend or foe?



Cloud technology can protect 
your business from the rain
Cloud technology is becoming a necessary tool due to the new 
regulations regarding security. More and more businesses are 
taking a clean desk approach to non-public personal information 
or (NPI) and cloud technology is providing a safe way to store 
documents and making them more accessible in the process 
 
Gregory McDonald is the chief executive officer and founder of 
Cloudstar Consulting Corp. He provides an off-site system that 
securely stores essential documents and helps businesses in real 
estate, land title, insurance and financial industries with their 
compliance and technology problems. He represents one of the 
companies that take real estate professionals out of the “server 
management business.”  
 
“Cloud technology eases the burden of protecting your 
company’s systems by leveraging the benefits of expert security 
professionals combined with significantly better equipment and 
facilities,” he said. “Advanced intrusion detection, continuous 
monitoring, backup management and hardened facilities offer 
a level of protection difficult to duplicate at your own office. 
Yes, you can house your own servers and meet compliance 
guidelines, but at what cost? How much time will it take to learn 
and implement? Do I really have the expertise in-house? You 
have to ask yourself, do I want to be in the IT business or the 
title business? The consequences of failure or data loss can  
be devastating.” 
 
Cloudstar is one company of many that is offering cloud 
technology to the title and settlement industries. McDonald 
said it’s safer, greener and compliant, and Peter Johnson, vice 
president of sales and marketing at the Pioneer Technology 
Group, agreed. 
 
“We enable  title companies to store all their papers and 
documents securely and electronically,” he said. “It’s a  
secure repository for all of their files. It’s on our servers,  
not theirs. Everything is Internet-based. We give them that 
storage capability.” 
 
Cloud technology offers companies a chance to be 
paperless and comply with regulations regarding the use 
and communication of NPI. It’s used to track, update, store 
and retrieve files and data in a secure manner with minimal 
inconvenience to the business. 
 
Vicki DiPasquale, national sales manager for Simplifile, said 
her company essentially is the cloud. Simplifile’s site allows 
users to submit their recordable documents from any Internet-
enabled device.  
 

As a busy traveler and remote worker, Vicki uses Dropbox to 
access her business and personal files.  She can access any file 
from her desktop, laptop, iPhone or iPad. 
 
“Before I started using cloud technology for storage, I was 
constantly trying to remember where the latest version of a 
document was stored. I was keeping most files on a USB drive 
and kept buying larger storage drives and then backing that up 
to a separate storage drive that I kept at home. Cloud services 
allow me to find any file quickly and efficiently, always knowing 
it was the latest version of what I was looking for. It has been 
a huge benefit since I use so many different computers in my 
personal and professional life.” 
 
Aside from the convenience of cloud technology, it’s also 
necessary for disaster recovery. Disasters such as storms, 
employee sabotage, viruses, theft and accidental loss can be 
devastating. Many businesses back-up their data, but how do 
they restore the information later? 
 
“The process is more complicated than you may think,” 
McDonald said. “Depending on the disaster, it can take days 
or weeks before it’s business as usual. The cloud is designed to 
always be available.” 
 
This is because off-site data centers have eliminated any single 
points of failure. These hardened facilities provide redundant 
hardware, continuous on-site power generation, redundant 
Internet connections, spare equipment and computer experts 
working around the clock monitoring and caring for the 
systems. McDonald added that all of this convenience and 
access does come with a price tag, though. 
 
 “We’ve found that off-site solutions tend to cost more, but 
prove invaluable when you look at what you get for the money,” 
he said. “When evaluating your options, focus on the total cost 
of owning and managing your on-site servers.”  
 
Craig Haskins, executive vice president of Knight Barry Title, 
said switching to cloud technology saved him time and money. 
His company threw out most of its equipment and decided to 
pay an annual subscription for cloud technology. For email, it 
cost about $100 per user, per year for full spam, virus filtering 
and complete backup of each email in and out of Knight 
Barry. His technical staff was free to help employees with their 
technical issues instead of wasting their time maintaining the 
servers. He said it’s easy to use and all the non-public personal 
information is safe and complies with today’s standards.  

6 www.OctoberStore.com
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AuTomATion impAcT:
How to boost efficiency, customer service, 
compliance with a new workflow 

The first iteration of our Title Technology Report debuted in 2011 
under the name Title Robotics as it focused almost completely 
on the strategy of automating the title production process. 
We’ve since expanded the focus to cover a wide range of new 
industry tech ideas and trends, but for this 2013 edition, we 
wanted to follow up with a few companies that have automated 
their process and integrated more with their vendors and 
customers. How much have their back-end operations evolved 
and what type of return have they seen? 
 

CONSOLIDATION OF RESPONSIBILITY
 
Kevin Mazur, chief information officer for Vantage Point Title, 
starts with the entire title production process blue print — every 
task, every component, every job function within the company 
from start to finish. No real progress is achieved until the entire 
process is reviewed and considered. Where are the holes? Where 
are the redundancies? Where are our liabilities? Those answers 
could point to the first opportunities for automation.  
 
“You can’t look at it as one gigantic piece. It is too 
overwhelming,” Mazur said. “You have to start at the high level 
and then quadrant it off into small areas and then do the same 
with those and break them into specific, defined steps in the 
process. Those things we try to automate as much as we can.” 
 
Some examples at Vantage Point: 
 
When a document is scanned and given a specific name, that 
document, upon scanning, is automatically attached to its file 
within ResWare and awaits its next human interaction.  
 
Scheduling and signing is fully automated. Documents are 
uploaded to the server, pulled down by the notaries, and then 
after signing, the notaries go back and check a box indicating 
whether the closing happened or not. If not, they write a note 
and staff follows up.  
 
The company bought Microsoft Exchange so that it could install 
a plug-in to monitor all incoming and outgoing mail. If a file 
number appears in the subject line, then the body of that email 
is attached as a note to the file automatically — same goes for 

any attached documents.  
 
“That saved us 35 percent of our day-to-day work effort across 
the entire organization because we were using a hosted 
solution, and then our staff either copied and pasted the email 
into a note or saved it to their desktop, then opened ResWare 
and attached it — that really slows them down,” Mazur said.  
 
“We haven’t lost full job functions, but building on the 
automation that we have, we can do with two or three people 
what others do with seven or eight people. That’s how we use it. 
We still have somebody in all of the key functions. We could 
never eliminate any of those with automation, but we can then 
do things a lot more streamlined than in the past.” 
 

DOING MORE WITH LESS 
 
In 2005, when the industry was booming, George Holler was 
closing about 450 transactions a month with 28 employees on 
hand at the Connecticut-based law firm he founded, Holler Law 
Firm. These days, Holler Law Firm is doing about 275 
transactions a month but with a staff of four. 
 
“We were able to split up the entire pie of a deal, and instead of 
doing the whole thing from soup to nuts, we took those two 
pieces [attorneys need to handle in Connecticut] and then let 
our partners handle the other eight in a 10-point closing,” Holler 
said.  “The technology allowed us to split the work apart where 
in the past we couldn’t do that.” 
 
An order is initiated and the tasks shoot out in all directions. 
Vendor partners do the search work and upload the data to the 
secure site. Holler’s staff then goes in, views the data, compares 
it to the backup and approves the commitment. A button is 
clicked and a pre-HUD-1 is automatically pre-populated. 
Another button generates a CPL and the closing package. 
Auto-emails are then sent to those who inputted the data 
originally. The closing is scheduled and the HUD-1 is generated 
by the vendor within Holler’s system. 
 
“We have all of the data, so when it’s time to fund, we don’t 
have to go back and forth. It’s all right there in the system 
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automatically,” Holler said. “We just receive the wire, match  
it and then disburse the checks. Once we check that funding  
is completed, it auto-sends a disbursement letter to our  
partner and gives them a link to the FedEx tracking system from 
our site.” 
 

SCALE AND QUALITY ASSURANCE
 
The button pushes that generate several actions, and the ease 
of the information flow from company to company allows for 
staff and geographic flexibility. Organizations both large and 

small are able to appropriately scale operations. LenderLive 
Network, for example, is a national, full-service provider for the 
loan origination channel with divisions that handle title, 
valuation and settlement work in the retail, default, foreclosure 
and REO spaces. 
 
“My focus here at LenderLive was to make sure we were able to 
evolve our process management to exception management,” 
said Joe Mowery, president of settlement services for 
LenderLive Network Inc. “In lieu of our folks touching 500 files a 
day to identify the 280 tasks that need to be performed in a 
particular day, I wanted a platform that essentially would create 
those tasks and deliver them to the individual to know what 
needed to be done that day. It creates a lot of efficiency so that 
there is additional time and focus on the customer service 
element of our business — answering calls as they come in, 
answering emails more timely, etc. By eliminating busy work 
through traditional file management and leveraging efficiency 
gains through exception management, there were a lot of gains 
I knew the operation would see in a lot of different areas.” 
 
LenderLive’s customers often choose the company because of 
its diverse array of services and ability to bundle those services. 
That capability creates a lot of moving parts between 
completely separate divisions. Mowery said automation and 
workflow management have been practically invaluable for 
accomplishing what the organization needs.  
 
“We were basically on two systems previously. Our origination 
products were on one, default on another,” he said. “With 
ResWare, we have the visibility into the entire process for better 
managing our production, and we have full access to reporting 
on all of the standard items you’d report on traditionally in the 
business. We’ve been able to integrate all of our products and 
services across the enterprise, and we have the same 
integration strategies with customers and vendors as well.” 
 
The automated workflow automatically builds a quality control 
layer into the process. Products are more accurately produced 
because of the rekeying and other rote tasks that are removed 
from the process, but also the human functions are monitored 
and reported along the way. Errors or poor performance can be 
tied back to the individual.   
 
“We’ve seen quality improve, and the reports we have based on 
this better visibility into our production output on a daily and 
ongoing basis helps us make better decisions around staffing, 
which affects the customer service offering to the client,” 
Mowery said. 
 

ADDITIONAL CLIENT SERVICES
 
The bonus of efficiency is it doubles as a customer service 
deliverable. When lenders input an order into their LOS, with 
today’s integration capabilities, that data can be directly 
transferred into a title company’s own product software to 

NextAce takes automated title 
search platform nationwide

NextAce Corp. made its patented Title EDGE available nationally 
on its website Sept. 9. Title insurers and others can now access 
Title EDGE at any time of day to immediately process one or 
more orders directly from their desktop or mobile device. The 
information is delivered quickly and, depending on the product 
type requested, can include a chain of title, GI or name search 
chain, voluntary and involuntary liens, maps, taxes and relevant 
document images for residential properties.

The entirely automated platform combines a superset of data 
from major title plants, non-traditional property data and other 
sources from across the country. NextAce said it sets itself apart 
from traditional property searches by fully automating the 
property search and workflow process to deliver time and  
cost savings.

“The availability of Title EDGE through our website 
expands automated search and examination to title agents, 
underwriters, lenders, attorneys and others who may have the 
volume to warrant the technology and time investment required 
to implement this type of automation,” said NextAce Chief 
Executive Officer Don Cantral. “By accessing the website, they 
can now leverage our substantial investment and experience 
gained by processing millions of orders, on a transactional basis. 
This opens the door to savings and processing efficiencies for 
operations of all sizes in many areas throughout the country.”

Retail pricing begins at $2.95 for tax reports that are available 
in more than 600 counties; $29.95 for ownership and equity 
reports for 1,000-plus counties; and $29.95 to $99.95 for title 
search packages available in nearly 500 counties. Pricing varies 
by product type, county and the number of images related to 
the particular report ordered.





initiate an order and even trigger the next few series of tasks. 
 
“There is no manual entry of order information,” Mazur said. 
“That’s one thing we’re always looking to do. We ask every new 
client about their system and find how we can integrate them. 
Sometimes we can have a lot of integration. Documents can 
come directly over through a two-way flow of information, but 
at the least the order comes over and shows up on our 
dashboard and cuts a step from both parties.” 
 
Holler’s smaller staff has benefited from the integration 
flexibility. 
 
“We had a partner in New Jersey and set a standard workflow, 
but all of a sudden the work gets bottlenecked. We’re not 
getting commitments 
back,” Holler said. Turned 
out the people who typed 
that vendor’s 
commitments weren’t the 
ones who normally 
uploaded the documents 
back to Holler’s system. 
“So we created a button 
on the site called Typing 
Complete. It was just an 
action in a list, and if they 
check that button, then 
that triggers my staff to 
go ahead. I was able to go 
in and make that tweak 
myself, not an IT person, 
in 15 minutes,” he said. 
 
Both staff and clients 
benefit from auto-emails 
and alerts. Once an action 
is complete, emails are sent to the next person in the chain of 
events. These small automated additions improve the 
communication process, remove production lags and are also 
helpful reminders.  
 
“We can build triggers in the system that once you’ve reached a 
certain point in the process, a flag is thrown up telling the policy 
person to address these 10 items first because this particular 
client likes them done first,” Mazur said. “It takes that 
responsibility for remembering those little nuances out of  
their hands.” 
 
“We have some clients that like a particular stacking order for 
the end product we deliver,” Mowery said. “All of those 
templates exist separately in the document library within the 
application. We can build automation around that so there’s a 
stacking order for all of those items in one final attachment 
that’s delivered to our client. The creation of that email is 
automated too.” 
 

Mowery pointed out the redundancies that can exist in a typical 
workflow between his company, his customers and his vendors. 
By exchanging data more freely, many of those redundant 
processes are removed. 
 
“I don’t know what the number is, maybe 30, 40 or 50 percent  
or more of the data that’s exchanged throughout the process,  
is duplicated on our side and our clients’ side,” he said. “To 
 the extent that we can implement these integration strategies 
with our entire supply chain of vendors and connect all the  
way through to our clients, we become more efficient as do  
our customers.” 
 

COMPLIANCE CONSIDERATIONS
 
The industry’s trailblazer 
for automation is Curt 
Szymanski at Windward 
Consulting | ResWare. He 
makes a compelling case 
that the tenants of 
automation contribute to 
the title industry beyond 
efficiency gains and 
workflow improvements 
and add to today’s 
compliance fight. 
 
“What I find interesting is 
if you look at the way 
automation has evolved 
over the last 10 years in 
our industry and look at 
what’s happening right 
now, you’re starting to see 
almost a convergence of 
pressure from lenders, 

best practices, ALTA and regulators. People are more aware of 
the issues and what can go wrong,” Szymanski said. 
“Automation can take what is a very daunting process and 
simplify it.” 
 
Mazur said that by mapping the entire workflow, and breaking it 
all down to its smaller components and series of actions, and 
then putting those within an automated system that both 
triggers and tracks actions, the company has a better picture of 
everything that is happening on one file, which makes auditing 
processes much easier. 
 
“I can pin down one specific person — order entry person — and 
say they can’t see anything beyond a name and address typed 
into the system,” Mazur said. “We can put granular security on 
everything.” 
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“We had a partner in New Jersey and set a 
standard workflow, but all of a sudden the 
work gets bottlenecked. We’re not getting 

commitments back. So we created a button on 
the site called Typing Complete. It was just an 
action in a list, and if they check that button, 
then that triggers my staff to go ahead. I was 

able to go in and make that tweak myself, not an 
IT person, in 15 minutes.” 

 
- George Holler
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Federal Title & Escrow shows 
5,000 downloads of Close It! in 
three months

Federal Title & Escrow released a mobile app called Close It! 
in May that produces a detailed picture of cash to close and 
monthly mortgage payments for homebuyers and cash-in-
pocket for home sellers on an editable, shareable closing 
disclosure statement. Since then, Todd Ewing, president of the 
company, said the response has exceeded expectations. 
 
Since May, Ewing said Close It! has been downloaded 
approximately 5,000 times. The app was released for use on the 
iPad only but is now available on the iPhone as well. The mobile 
web version for Android and desktop users will be available at 
the end of the month.  
 
Designed for real estate agents, lenders and their clients, Close 
It! factors in 45 closing cost variables on the buyer’s side and 22 
variables on the seller’s side. It produces a HUD-1 settlement 
statement users can save, edit and email as a PDF with the 
option to include their headshot and contact information, which 
can double as a nice marketing tool for agents and lenders in 
particular. 
 
“The app goes well beyond the other closing costs calculator 
apps currently available by allowing a user to select among 
conventional, FHA or VA financing and by factoring in all the 
details found on the final HUD-1 on the day of closing,” Ewing 
said. “Such items include calculation of annual real property 
taxes, pro-ration of property taxes, lender escrow reserve 
requirements, lender pre-paid interest, lender mortgage 
insurance premiums, HOA/Condo dues pro-rations.  Since the 
produced HUD-1 is dynamic, a user can further edit line items in 
order to further customize and drill down the numbers to fit a 
particular transaction.” 

The app is available for properties in Washington, D.C., 
Maryland, Virginia and Florida, and Ewing said the company 
is looking to expand its footprint. The technology was built in-
house with the assistance of third-party engineers.  
 
“We are an independent title company, so we are constantly 
trying to find ways to market directly to the homebuyer and 
seller while also building trust and earning the business of 
referral sources,” Ewing said. “Because we are not sharing our 
profits with referral sources, we are able to direct our resources 
to creating technology that both educates the consumer and 
provides a valuable marketing tool to our current and potential 
referral sources.” 
 
“Close It! is like Turbo Tax for real estate transactions,” he said. 
“And the results are accurate within one-tenth of one percent on 
average.” 

Mobile apps

Title and settlement companies are taking it upon themselves to build the next great tool to boost 
efficiency or customer service. Here are just a few examples from this year.

go AheAd And Build iT
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DataQuick introduced web-based 
title analysis and reporting tool

Market data

DataQuick, a provider of real estate information solutions, 
unveiled Market Intelligence — TitleShare — a powerful 
analytics engine offering insight into title transaction and 
lending trends from DataQuick’s comprehensive property, sale 
and mortgage information database. 
 
“Market Intelligence—TitleShare is an online tool that provides 
nationwide market analysis for real property transactions, 
including both resale and non-purchase activity, as well as title-
related transactions,” said Thomas Cruse, product manager 
for property research and marketing products. “Using reports 
and ad hoc analysis created with the tool, title companies can 
accurately measure theirs and competitor company market 
share, examine competitor title insurance behavior, observe 
underlying market conditions and better manage and assign 
title sales representatives territories. We offer both a ‘seat 
license’ and an option for delivery of static reports monthly.” 
 
The product was released July 30 to title insurance providers 
nationwide. This includes analysts, regional managers and 
technical staff. However, printed reports are available for more 

casual users. They are standardized and produced by DataQuick 
and are delivered in an Excel workbook.  
 
“For example, most market share reports, if available at all, 
are in static PDF and other hard copy output,” Cruse said. 
“Market Intelligence — TitleShare provides the ability to take 
advantage of Business Intelligence ‘Online Analytical Processing 
capabilities.’ Users can adjust filters and create ad hoc analysis 
on the fly. Plus, the tool offers more up-to-date information — 
generally the information is updated weekly — so new trends 
can be spotted quickly. Finally, the product offers knowledge 
of distressed transactions and non-purchase activity that is 
generally not available.” 
 
The key to this new title offering is DataQuick’s National 
Property Database. It includes comprehensive property 
characteristics on more than 120 million properties and 250 
million property transactions. Cruse said this multi-faceted 
strategy ensures that different elements of the databases are 
supplied by the most appropriate sources, which gives access to 
a higher-quality, more cost-effective solution.  

ONTITLE tries to create PayPal for 
title, settlement industry Self-service  

platform

ONTITLE’s Chief Executive Officer John Lynch said he wanted to 
create the PayPal of the title and settlement services industry, 
and he may have succeeded. CloseSmart is the title agency 
solution to meeting client requests for national or regional title 
and closing needs. Lynch thinks the traditional title agency 
model isn’t working so he took an “investigative approach” to 
creating a technological solution. 
 
“We designed the company with linear workflow manufacturing 
principles supported by technology and automation,” he said. 
“In the market-depressed society we live in, we can’t afford the 
bodies needed to produce the product.” 
 
CloseSmart is a self-service platform allowing the user to 
perform all closing services anytime, anyplace, on demand. 
Lynch said it was built to create a better experience for the 
customer and minimize the need for humans because labor 
is his biggest cost. The company entered into a strategic 
development partnership with an industry software company 
and worked on CloseSmart for almost a year. The company is in 
the beta-testing stage now and hopes to go live soon.  

“There aren’t a lot of options out there for title agents,” he said. 
“The ones that are out there are old and antiquated. Technology 
has moved past the industry quite a bit. Our industry is an old 
guard industry. Your escrow officers have been doing this for 30 
years. When you talk about technology, they fight it. I came into 
this industry with a fresh pair of eyes, like a 2-year-old always 
asking why.” 
 
That curiosity led him to creating a new model. He said there 
wasn’t anything like CloseSmart on the market, so he decided to 
build it. He believes the self-service platform is the future of the 
industry. 
 
“The world is moving toward self-service and self-assisted 
platforms,” Lynch said. “We check-in at the airport at a kiosk. I 
buy groceries through the self-service check-out line. It’s giving 
the user more control. They feel like they have control over the 
service output. I wasn’t going with the same old model; I know 
how that story ends.” 
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TiTle underwriTer 
revAmp:
Several title underwriters updated their back-end systems and agent/client workflows to provide a 
more efficient and safer title underwriting process. Here are a couple of those stories.

Attorneys Title rethinks underwriting, 
policy-issuing business model

When LDD Corp. took an interest in Attorneys Title Guaranty 
Fund (ATGF) of Colorado in 2010, the company was feeling the full 
impact of the economic turmoil that started in 2007: the mortgage 
market collapse, the spike in claims, the rise of defalcations. It 
was an environment that begged for new ideas and Maurizio 
Romanin, president and chief executive officer of LDD, and his 
team made a conscious decision to change everything that didn’t 
make sense throughout the ATGF business model — without 
having a negative impact on the independent agent base.  
 
“We can’t afford to have people scanning and trying to match 
$100 checks to policies,” he said, “The administrative and back 
office overhead of running this type of business was prohibitive. 
If you’re going to spend money in your business, you want it to 
bring you more revenue; you don’t want to spend it in back office 
administration.” 
 
These weren’t new revelations for Romanin who had been 
chairman of the real property section of the Ontario Bar 
Association in Toronto, Canada. He had created a more 
automated title underwriting process in Canada 10 years earlier 
that is still being used to this day. The implementation of that 
process in Canada had a dramatic impetus as well. As Romanin 
recalls, Canada essentially had no title insurance system until 
First American came in to develop one in 1995. The title business 
escalated quickly. The top lenders in the country controlled about 
75 percent of the mortgage market and when they shifted to title 
insurance, away from the traditional attorney-based work, it left 
Romanin looking for answers.   
 
“About 500,000 refinance transactions were off the plate of 
attorneys,” Romanin said. “We were in a state of shock here 
because there was a wholesale shift, and it happened quickly 

because of the concentration of the business.” 
 
This led to the creation of TitlePLUS, Canada’s attorney-based title 
insurance product. During the research process, Romanin and his 
team started to identify parts of the popular business model that 
didn’t make sense to them — specifically with the underwriter’s 
back office and administrative functions.  
 
“I was struggling with how they did it in the U.S.,” he said. “How 
can they get a $300 premium, take all of that risk on and have 
human beings handle it? The minute you have a human handle a 
file for you, where do you make money unless they all make $3 an 
hour?” 
 
Romanin worked on a system that removed much of that back 
office element and TitlePLUS has used it ever since its 1997 
implementation. When Romanin, now chairman of the board of 
ATGF, gained controlling interest in the company in late 2010, his 
team used its Canadian system as a blueprint and created a new 
version of its web-based Electronic Policy Insurance Capability 
(EPIC). 
 
A quick number that illustrates the virtues of the system from 
ATGF’s perspective: From 2009 to 2012, there has been a 47 
percent reduction in personnel expenses. 
 

THE AUTOMATION CAPABILITIES OF 
EPIC
 
EPIC is an automated system that distributes the policies and 
underwrites the product at the same time. Title agents and 
underwriters are both accessing the same web-based system 
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that ATGF hosts and configures to minimize as much of the back 
office human interaction as possible. The hope is to not only 
reduce their fixed expenses but also improve their agent service, 
underwriting, agency base and reduce the overall risks inherent in 
doing business.  
 
The only way for an agent to open a file and get an ATGF policy is 
through the system, and the built-in rules and algorithms of the 
system police the process — a system that mainly relied on policy 
numbers to police the process wasn’t enough. An early version of 
EPIC was a jacket system, but there was still a lot of manual work 
and there wasn’t any insight into what the agents were doing on 
their desktops. 
 
An example of how 
the new version of 
EPIC automates the 
process: ATGF requires 
an E&O policy from all 
of its agents. The policy 
expiration date of each 
agent’s policy is tied to 
the account. Leading up 
to the expiration, they 
get reminders that they 
need to renew their policy 
and update ATGF with 
the new information. If 
ATGF isn’t alerted of a new policy, that agent can no longer open 
up new files within the system. The same automated system 
applies to licensing and other requirements. ATGF then has an 
agent base that meets its requirements without the need for 
an administrative follow-up. The process also plays into today’s 
broader risk-reduction/vetting/regulation conversations. 
 
“We can change, for instance, their policy limits so that once that 
limit is exceeded the policy application is moved to a manual 
review,” Romanin said. If an agent has a certain number of issued 
files open and is falling behind in remittances, that’s another 
manual review trigger. Those triggers are all customizable by 
ATGF for each agent.  
 
Another example of the automation: a title agent gets into the 
system and enters information about the transaction. All of those 
pieces of information trigger decisions regarding the effective 
date of the policy, the adjustments, requirements and exceptions, 
and all other underwriting judgments that can be automated 
based on the initial data. 
 
“If you try to issue a commitment with no requirements or 
exceptions, it’s going to trigger a manual review,” Romanin said. 
“You’ll have to explain to our analysts why you are doing it. We 
can impose whatever levels of underwriting analysis we want to 
impose.” 
 
The next phase of the system is creating risk algorithms for each 
agent that track all kinds of habits and usage data. Also, ATGF will 

look to direct debits instead of checks for remittances. In Canada, 
they no longer take manual payments.  
 
“This is all made easily available once we’re all working on the 
same system. The agent has direct access to underwriters, 
analysts and productivity enhancing tools right from EPIC,”  
he said.  
 

TITLE AGENTS
 
For title agents, they must overcome the decades spent doing 
things a different way and face yet another request from an 

underwriter to change up 
the way business is done. 
But just as ATGF felt the 
business need to overhaul 
their previous way of 
operation, title agents 
today also understand 
the volatile business 
environment. Between 
the Consumer Financial 
Protection Bureau, 
industry consolidation, 
remittance requirements 
and now third-party 
vetting companies, the 

role of the independent title agent is in a precarious position. A 
solution like EPIC might just be what the doctor ordered to steady 
the title agent waters. Title insurance rating firm Demotech had a 
similar thought about the technology, which is why it specifically 
called it out when affirming the company’s rating. 
 
“Independent agents have to start to understand for their own 
sake that they need to find ways to streamline this process,” 
Romanin said. “They can’t just say ‘I don’t want to change’ 
because they’ll find themselves out of business. EPIC was 
introduced to help maintain the role of independent agents.” 
 
ATGF management was concerned about how such a widespread 
migration would work. Many of ATGF’s agents resisted the 
changes at first, but there are some noticeable improvements in 
workflow. EPIC can aid in document preparation and issue policies 
with a minimum level of interaction from an underwriter. The web-
based system means less of a hosting/IT burden on the agent. 
Another aspect of EPIC is the ability to facilitate agent interaction 
with larger organizations, including financial institutions and 
regulators.  
 
“If this lender liability conversation moves forward, ATGF can say, 
‘Here is what all of our agents have. Here’s your checklist. We can 
guarantee they all have these coverages,’” Romanin said. “I don’t 
care how big you are, you can’t do better from a service level than 
a small business guy. … By using the combined might of all our 
agents, this gives us economies of scale to be a real player in this 
business for our agents.” 

 “This is all made easily available once we’re all 
working on the same system. The agent has 
direct access to underwriters, analysts and 

productivity enhancing tools right from EPIC.”
 

- Maurizio Romanin
President and Chief Executive Officer of LDD
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EnTitle Insurance now available through 
Ellie Mae’s Encompass360
EnTitle Insurance Co., a direct-to-consumer title insurance 
underwriter, will now be available to those using Ellie Mae’s 
Encompass360 Mortgage Management Solution. Users can now 
have access to the savings offered by Entitle Insurance. 
 
Tim Dwyer, president and chief executive officer of Entitle 
Direct Group Inc., said, “The purpose of the integration was to 
provide lenders with the opportunity to efficiently order title 
insurance from Entitle Direct. There were a couple of lenders 
who were very vocal to us that they wanted this. They are large. 
They have a very good volume. We accommodated that. We 
found dozens and dozens of other lenders who have used us 
that would like to order through Encompass360.” 
 
Lenders can log into Encompass360, fill out their loan worksheet 
and the information will automatically copy from the worksheet 

into the application and their HUD-1 form. They will receive a 
detailed quote with all the appropriate fees listed, and they can 
change the information and receive another quote reflecting the 
changed values.  
 
Jeff Davis, chief technology officer at EnTitle said, “Once they’re 
happy, they can place the order. There are no emails or faxing. 
It goes directly into our cloud-based servers and immediately 
shows up on the correct specialist’s desk who can start working 
on it. Everything is sent over SSL.” 
 
“We currently work with many lenders who use Encompass360,” 
Dwyer said. “We are now offering a new avenue to access the 
EnTitle Direct pricing advantage for our existing client base, plus 
ensuring easy accessibility to our reduced rates for a new group 
of originators.”

Agents National Title Insurance offers 
new way to report, validate, comply
Agents National Title Insurance and Delta Systems launched 
an expanded and improved web-based Operations and Policy 
Remittance (WOPR) system July 1. The new website features 
a new look, expanded administrator features, streamlined 
workflow and more functionality for title agents. 
 
The system is written in an open source PHP system instead of 
the .net system, allowing it to be more malleable for system 
developers to make updates when needed.  David Townsend, 
president and chief executive officer of Agents National Title 
Insurance, said they started from scratch and rebuilt the system. 
 
“It was always in our plans to expand our footprint throughout 
the Midwest, but we were held back a little by technology,” he 
said. “We spent money on the web system and that takes care 
of all our accounting, remitting reporting and everything else 
like that. We can now spend more money on the underwriting 
support and risk management side. Instead of a staff of 
accountants, we have an automated billing process. We can now 
hire people to service the agents and help them succeed.” 
 
With this new system in place, agents are able to make 
modifications to existing policy jackets, which was much more 
difficult with the old system. The new version, created by Delta 
Systems, includes an over-limit approval process and calculates 
and applies reissue credits in states where the rate is available. 
All of the original functions such as integrated closing protection 
letter and policy jacket reporting, online underwriting manual 

and closing protection letter verification were improved as well 
 
The system is also an asset to the risk management team in a 
few different ways. It monitors usage metrics such as time lags 
and paperwork to make sure everything is completed and up to 
Agents National standards. Agents National has access to real-
time policy generation data and can track profitability on a per 
jacket basis and ensure that the proper rates are used for the 
risk insured. 
 
In terms of lender risk, customers are able to access to the 
system 24/7 on the homepage and, using a CPL number and 
validation code, look up every CPL Agents National has issued 
and see if theirs are active and valid.  
 
“The CPL validation tool is a fraud prevention tool for lenders 
so that before funding they can verify that the agent they are 
sending the money to is active and covered by the CPL,” he said. 
“The new system provides an audit trail.” 
 
Consumers and lenders also can use the new system interface 
to find a local title agent easier than ever before using Google 
Maps directly through the site.  

“The [previous] system has been wonderful. Our agents loved it. 
There’s nothing wrong with it. It just needed to be in a different 
language to allow us to expand more quickly,” Townsend said. 
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Questions to ask software 
providers regarding data security

There has been a lot of discussion recently about steps 
title agents can take to secure sensitive pieces of customer 
information, such as social security numbers. As part of the 
effort to make sure that non-public personal information (NPI) 
is secure, title and settlement providers need to verify that any 
software they use handles NPI appropriately. This includes both 
software that is installed in the office, as well as software hosted 
in the cloud and accessed over the Internet. 

It is not always apparent whether or not the system adequately 
protects NPI. In order to make this determination, it is important 
to understand the key ways in which well-designed software 
keeps NPI secure and to seek assurances from your vendors that 
their systems have the necessary protections built in. 

The three main security tasks that software needs to perform 
are: keeping the “bad guys” out, protecting your data as 
it travels over a network, and making sure the physical 
information stored on computer hard drives or in the cloud is 
unreadable by humans.

In order to prevent unauthorized access, software should do 
three things:  

• Verify your identity;

• Determine and enforce access rights within the system; and 

• Store data securely. 

The process of verifying your identity is called authentication 
and is typically handled by password protection. Applications 
should ensure that passwords require enough complexity to 
avoid easy guessing. Software should also require users to 
change passwords at certain intervals. Ideally, a manager or 
administrator should be able to set the password complexity 
and expiration policies to be consistent with organizational 

guidelines. 
 
Once a user is authenticated, a secure application grants and 
restricts access to functional areas using authorization. When 
setting up or changing an employee account, a manager 
should have the ability to add or remove roles or capabilities. 
For instance, only key employees should have the “escrow 
accounting” role, or the ability to handle escrow accounts. 
 
If possible, software should support the ability to use the same 
password mechanism as your network. This is called integrated 
security and allows a manager or administrator to grant access 
to software using an employee’s network account. This allows 
a single-sign-on experience for the employee and gives the 
manager the ability to control things like access rights and 
password policies in one place for multiple applications. 
 
Applications should also maintain an audit trail of all successful 
and attempted times of access both to the system as a 
whole and to particular areas of functionality, such as escrow 
accounting. 
 
Most importantly, software systems should never store 
passwords in plain text. Passwords, like all other sensitive 
information, should be hashed and salted (more on this later).  
 
In addition to keeping the “bad guys” out, software should also 
make sure that sensitive data cannot be read or tampered with 
as it travels over the Internet to customers or other service 
providers.

Any sensitive data that originates on computers in your office 
should only leave your office by a secure connection. If you are 
using web software that is hosted elsewhere, make sure the URL 
begins with “https:” (note the “s” on the end). This signifies that 
all data that travels between your computer and the website is 
done using a mechanism called Secure Sockets Layer (SSL). 

By: Steve Acker

Securing dATA
If you haven’t started to examine your processes and technology in order to meet today’s rigorous 
compliance and data security standards, now is the time. Here is what the experts have to say.
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Since many modern applications, both web and desktop, access 
the Internet behind the scenes, it is important to verify with your 
software providers that all data transmitted over the Internet 
uses SSL. 

Email is of particular concern. Special care must be taken to 
ensure that emails with sensitive content or attachments are 
properly encrypted so that only intended recipients can read 
them. Be especially wary of the ability to generate emails from 
your software applications. 

Lastly, secure software should store passwords, social security 
numbers and other NPI in an encrypted format. That way, even 
if a hacker gains access to a database or file system, the data will 
be scrambled in such a way that it appears unintelligible. 

Software should both hash and salt sensitive data. Hashing, or 
encryption, is the process of scrambling information by applying 
a complex mathematical formula that is nearly impossible to 

reverse engineer. For example, a password like ‘8myHomework” 
that has been hashed might appear like “$%guR#1” to a hacker 
that breaks into a system. 

Salting takes this a step further by preventing what is known 
as a “rainbow table” attack. Over the years, hackers have built 
massive databases that match data to known hashed values. 
Using these rainbow tables, hackers with access to hashed data 
can simply look up many original values. Salting simply adds a 
minor alteration to data before storage to further obfuscate it. 

In this era of increased scrutiny from regulators, it is important 
that title and settlement professionals take concrete steps to 
secure sensitive data. Understanding the security responsibilities 
that software applications have and asking questions of vendors 
should be a key part of any effort to implement best practices.  

Steve Acker is the owner of Closergeist, a technology consulting 
and software development firm.

Twenty key data areas your 
title company needs to address 
before lenders ask

If it’s true that your ears burn when someone is talking about ― 
or watching you ― then the ears of title insurance agents should 
be on fire now because mortgage lenders are focusing intently 
on the policies and procedures you have in place to protect the 
consumer data you collect.  

That scrutiny results from provisions in the Dodd-Frank 
financial reform legislation authorizing the Consumer Financial 
Protection Bureau (CFPB) to enforce most consumer protection 
requirements applicable to financial institutions, including 
those related to the confidentiality and security of consumer 
information.  

Although the CFPB does not regulate title insurance companies, 
the agency has “recommended” that the financial institutions 
it does regulate ensure that their service providers comply with 
federal consumer privacy and data security requirements — 
specifically those outlined in the Gramm-Leach-Bliley Act and in 
the “privacy” and “safeguards” rules implementing it.  

In a recent compliance bulletin, the agency outlined several 
specific steps financial institutions should take, among them:

• Conduct due diligence to ensure that the service provider   
 understands and will comply with the relevant laws;
• Request and review the service provider’s policies and  
 procedures to ensure that the service provider’s employees are  
 properly trained and supervised;
• Incorporate contractual provisions detailing the compliance  
 responsibilities of service providers and the consequences of  
 noncompliance;
• Monitor their compliance with the laws and “act promptly” to  
 correct any deficiencies

In the regulatory world, there isn’t much of a distinction 
between “recommendations” and “requirements.”  So 
CFPB-regulated entities, which include non-banks as well 
as depository institutions, are going to be asking all of their 
service providers about the policies and procedures they have 
in place to protect the non-public information (NPI) they collect 
from consumers.  Mortgage lenders and mortgage brokers are 
going to insist that the title insurance agents with whom they 
do business comply and document their compliance with the 
CFPB’s data security regulations.  WFG will be working with 
agents to help them respond.  

By: Rick 
Diamond
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You can view compliance in one of two ways:

• As an unwelcome and annoying burden, draining resources   
 and distracting you from “more important” business goals, or;
• As an integral component of your business, essential for   
 avoiding regulatory sanctions and liability risks and, equally   
 important, a way to better serve your clients and to distinguish  
 you from your competitors.  We think the second option is   
 best. 
 

COMPLIANCE BEST PRACTICES 

The agency has not yet drafted its data protection regulations, 
but it is not difficult to anticipate in a general sense what they 
will include.  The privacy experts at WFG have identified 20 
key areas that data protection policies should address.  These 
are, for the most part, common sense best practices that all 
title agents should adopt even absent statutes, regulations or 
pressure from clients requiring them to do so.  

1.Create and implement a written privacy and information   
 security program to protect NPI data. The program should   
 be monitored closely and updated continually as processes,  
 procedures and rules evolve. 

2.Know where sensitive customer information is stored and   
 store it securely. Make sure only authorized employees have  
 access to it. 

3.Establish procedures to protect paper files. Dispose of   
 documents containing NPI safely and appropriately  
 by shredding them.  Make sure “to-be-shredded”  
 documents are secure.   Many companies leave these   
 documents in unsecured boxes, which is a common  
 compliance failure.  If you use a shredding service, make sure  
 that company has appropriate data security policies in place  
 and documents the chain-of-custody to establish    
 accountability.

4.Establish strict guidelines to protect documents sent outside  
 the office for off-premises closings or any other purpose.    
 Make sure the couriers you use to transport documents have  
 written data security procedures.  

5.Make sure all entry points to your office and to work areas are  
 secured, with access controlled by personal codes or keys.  You  
 must know who is walking through your office at all times.

6.Establish a “clean desk policy” requiring employees to put   
 closing files out of sight when they are away from their desks.

7.Make sure all files are locked every night and stored in   
 a secure location, protected against destruction or  
 damage from physical hazards, such as fire or floods.   A   
 scanning solution (with levels of security limiting access)   
 can be a great alternative to file storage, permitting ready   

 access to files, reducing storage space  and storage costs, and  
 creating the ability to  comply with likely CFPB requirements  
 to “lock-down” electronic files. 
 
8. Maintain up-to-date firewalls and use anti-virus and anti-  
 spyware software that updates automatically.  

9. Store archived hard copy data offline in a physically secure area. 

10. Encrypt email and attachments when storing or transmitting  
 sensitive data electronically. These are probably the areas   
 in which companies are the most vulnerable to data breaches.   
 Encryption is an essential means of reducing those risks.  

11. Restrict access to personal email accounts from work   
 computers.  This is another easy way to reduce vulnerability  
 to data breaches.  

12. Conduct background checks on employees who have   
 or might have access to NPI data.  You must know who  
 is working for you and trust absolutely their access to   
 consumer information.  

13. Establish an employee training program to explain the   
 data security and privacy requirements. All employees must  
 understand your policies and procedures for protecting NPI  
 and their responsibility for following those procedures.  

14. Inspect what you expect.  Establish audit procedures  
 to ensure that all employees (not just new staff) are  
 complying with and implementing your documented data  
 security procedures.  Impose clear and meaningful penalties  
 for violations.

15. Develop special policies for employees who telecommute   
 specifying whether they are allowed to transport NPI to their  
 homes and, if so, the security procedures they are required  
 to follow. 

16. Immediately deactivate the passwords and user names of  
 terminated employees and take other necessary measures  
 to block their access to customer information. 

17. Develop clear, written guidelines and controls ensuring   
 the appropriate use of company technology.  Among other  
 measures: 

• Limit access to authorized employees and make sure all   
 devices are password protected and locked down at night.    
 Passwords should be strong and changed every 90 days.   

• Make sure servers are located in properly ventilated areas and  
 locked at all times with access limited to authorized personnel.   

• Use appropriate, secure means to destroy or erase data   
 when disposing of hard drives, laptops, desktops    
 disks, CDs, magnetic tapes, PDAs, cell phones, or any other   
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 electronic media or hardware containing customer  
 information.  Don’t forget about copiers, which also  
 contain hard drives.  Obtain a letter of compliance  
 documenting that you have followed recommended security  
 procedures for disposing of NPI material.  
 
• Make sure all mobile devices are password-protected, in case  
 of loss or theft, and can be wiped clean remotely.  Existing   
 software allows you to do this. 
 
• Strictly control the use of removable storage devices, such   
 as flash drives or CDs. These devises should be used only by   
 authorized personnel and solely for business purposes.  

18. Make sure your service providers are taking steps to protect  
 and secure NPI data.  Insist on written documentation of  
 their data security policies and procedures.  Include provisions  
 in their contracts requiring them to maintain data security   
 safeguards.  You should impose on your service providers   
 the same compliance requirements that your clients will be  
 imposing on you.  

19. Establish and document disaster management and business  
 continuity plans. Many lenders are insisting that their service  
 providers do the same kind of disaster planning that the CFPB  
 is requiring of them. 

20. Establish procedures for responding to a data breach.  Take  

 immediate steps to assess the cause and extent of the  
 breach, notify the consumers whose personal information has  
 been or may have been compromised and mitigate the  
 security gap so it will not occur again.  

(Rick Diamond is VP, Technology, Agency Operations at WFG 
National Title Insurance Company, a national provider of premium 
title insurance and settlement services to the real estate and 
mortgage industry. Established only four years ago, WFG, a 
Williston Financial Group Company, has become the fastest 
growing national title underwriter in the country. WFG’s corporate 
philosophy emphasizes a commitment to customer service and to 
compliance best practices.  If you have questions about this article 
or about compliance generally, you can reach Rick at rdiamond@
wfgnationaltitle.com or 617-721-9703.
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